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District 86 Strategic Plan Goal 1



Ransomware & Phishing 
● Ransomware

○ Type of malicious software designed to block access to a 
computer system until a sum of money is paid

● Phishing
○ Emails designed to trick users into providing personal information





Attacks Throughout the World



Incidents in School Districts



Ransomware & Phishing Attacks
● Ransomware

○ Crystal Lake District 155  
○ Sycamore District 427
○ Rockford District 205 
○ City of Belvidere 

● Phishing
○ Manor ISD Texas - $2.3 million phishing scam



Pandemic Security 
○ Uptick in compromised external email accounts

■ More phishing emails and malicious payloads

○ Strain on firewalls

■ VPN access and Mitel Mobility

○ Zoombombing

■ Primary tool for teachers is Google Meets & BOE Mtgs. is Cisco Webex

■ Note sent to staff immediately to adjust security settings for “screen 
sharing and “waiting room”

■ Zoom changed default setting for “screen sharing and waiting room” 
quickly for education customers 



Security Practices
• Anti-email spoofing

• Deprecated Remote Desktop

• VPN clients for secure remote access

• Endpoint Protection on all computers

• Review of permissions 

• New Datrium Storage Infrastructure Immutable to Ransomware



Security Practices



Security Practices
• Regular review of firewall logs



Security Practices
• Information Security Policy & Incident Response Plan

• Regular Password Changes

• Self-Service Password Portal

• Timeout settings on computers

• Cybersecurity Awareness Training
• Phishing

• https://phishingquiz.withgoogle.com
• Ransomware
• Secure Passwords
• Online Privacy



Security Practices
• Review MS-ISAC – Center for Internet Security Advisories

• Regular Agenda Item 

• Operation’s Cabinet 

• Tech Team Meetings

• Table top exercises

• Review all software agreements



Next Steps
• Next Generation Firewall

• Block malicious activity on computers and switch ports

• Intrusion Detection and Prevention

• Network Access Control

• Captive portal for wireless access

• Review email security solutions

• Review Security Information Event Management solutions



Next Steps
• Two-Factor Authentication

• Implemented with next release of Infinite Visions

• Implement for email in the upcoming school year

• Department of Homeland Security Assessments

• Risk & Preparedness Assessment

• Vulnerability scanning

• Phishing Campaign



House Bills
○ Illinois SB3518 – This bill creates the Technology, Education, and Cybersecurity 

Fund which may be used by the Department of Innovation and Technology to 
promote and effectuate information technology activities.

○ Illinois HJ108 - This house joint resolution urges the Illinois State Board of 
Education, by the 2020-2021 school year, to establish a P-12 Cyber Threat 
Response Team within the State Board of Education. 

○ Illinois HB5398 - This bill creates the Illinois Cyber Reserve which would be 
administered by the Illinois Emergency Management Agency, and would deploy 
volunteers upon the occurrence of a cybersecurity incident.



Helping K-12
• Cybersecurity Internship

• Shortfall of 314,000 professionals

• Consortium for School Networking

• Cybersecurity Advisory Committee
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